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Abstract
The purpose of designing an optimal and fault tolerant communication network is to achieve a precise performance 
without any disruption at a minimal cost.  A network is said to be k- link fault tolerant (nodes are assumed reliable) if it 
is able to maintain connectivity in the presence of failures in any set of arbitrarily k links simultaneously. . 
Communication network topology design cost depends on the number of the links used to design a desired fault tolerant 
communication network and is equal to the sum of the cost of all required links. The main objective of a fault tolerant 
network design approach is therefore to select the minimum number of low cost links while satisfying the pre-specified 
fault tolerance/ connectivity.  It has also been proved that designing a minimum cost communication network topology 
under the connectivity constraint is a NP hard problem. Several constructive approximation algorithms have been 
proposed to design a fault tolerant network topology. But the existing algorithms are not so much effective for selecting 
minimum number of low cost links to design a computer network topology. In this paper, we have proposed an efficient 
constructive approximation approach for designing a  k – connected network  which is  survivable in the presence of k-1 
links failures in the network. The design cost and number of links required to design such network using proposed 
approach is less than the existing approaches. Effectiveness of proposed approach is also checked using various 
examples.  
© 2011 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of C3IT 
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1. Introduction  
Nowadays, disruption in the computer network services even for a few seconds may be catastrophic. So 
fault tolerance is the main parameter for measuring the reliability of a computer network. A network would 
be k link fault tolerant only if it is connected even in the presence of failure in k arbitrarily links 
simultaneously. This is only possible if there are k+1 disjoint paths between each node pair in the network. 
Since the communication links are expensive, so main goal in designing a fault tolerant network topology is 
to achieve the desired fault tolerance at minimal cost [2]. Design cost is equal to the sum of the cost of links 
used in designing the network topology. Cost of the links depends upon their length (link capacity is 
assumed same here). So designing desired fault tolerant network topology with minimum possible number 
of links is the main goal of any design technique. 
Network topology design deals with finding the best layout of the elements subject to the fault tolerance 
[2]. It is a constrained optimization problem which has already been proved as NP hard problem [2][3]. So, 
several constructive heuristic algorithms have been used for such design. Constructive heuristic algorithms 
generate topology from scratch by adding low cost links until a topology satisfying the desired fault 
tolerance is not found. These algorithms are fast approximation methods [4]. Finding a constructive 
algorithm which will return a cost effective topology is a very promising area of research.   
Zilli et al. [3] proposed a k-forest approach to design a k-connected network using the concept of 
minimum spanning tree.  Minimum number of links ((n-1)*k)-k.) used in this approach for  designing a k-
connected  network topology is much larger than the optimal number of links which is ((n*k)/2).  Kamlesh 
et al [1] proposed an approach using bipartite graph. Number of links required in this method is k*(n-k) 
which are near to optimal only when k>n/2. It is analyzed that when k is greater than n/2, the resultant 
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network using this approach would not be a k-connected network.  K. Steilgetz et al. [5] used node degree 
for measuring the connectivity as the approach is based on link deficiency. But this condition for a k-
connected network is not a sufficient condition [6]. Furthermore in this approach, cost of the resultant 
network is very much dependent on numbering of the nodes and may be less for the same network numbered 
differently.  
 
In this paper, we have proposed an efficient constructive approximation heuristic algorithm which 
designs a k-connected network topology that always requires less or equal number of links than the existing 
constructive based algorithms. The proposed approach is very much effective in selecting the low cost links.   
The paper is organised as follows.  Section 2 describes the proposed approach for designing a minimum cost 
k-connected network. In section 3, the proposed approach is illustrated with the examples. Result analysis is 
done in section 4. Some concluding remarks and future work are given in section 5. 
2. Proposed constructive approximation approach for designing a k-connected network. 
A network is said to be k-connected if it is able to maintain connectivity in the presence of failures in any 
set of arbitrarily k-1 links simultaneously. A network would only be able to maintain connectivity in such a 
condition if there are k disjoint paths for each node pair. As it is already discussed that designing a minimum 
cost k-connected network using minimum number of links is a promising area of research.   In this section, 
we will discuss our proposed  approach for designing a minimum cost network subject to connectivity 
constraint which requires either  optimal number of low cost links i.e. (n*k)/2 or near to optimal number of  
low cost links. Our approach is based on merging k/2 number of   low cost 2-connected networks to design a 
k-connected network. If k is even, then merging k/2 2-connected networks results into exactly k–connected 
network otherwise it results into k-1 connected network. This k-1 connected network is further augmented 
into k-connected by adding minimum number of low cost links. Design cost of k-connected network is very   
dependent on the design cost of 2-connected network. Algorithm for constructing the k-connected network 
followed by the procedure for constructing low cost 2-connected network is described below:  
 
Algorithm 1: k-Connected Network.
Begin 
1. Construct a minimum cost 2-connecetd network S1 from a given network (graph) G.  
2. Mark all links in G which are used to design 2-connected network S1. 
3. Repeat designing 2-connecetd network until k/2 2-connected networks (S1, S2, ……,Sk/2) are not 
designed.  
4. Merge all these k/2 number of 2-connected networks.  
5. If k is even then  
    Merging in step 4 results into a k-connected network. 
 Else 
   Merging in step 4 results into a k-1 connected network.  
                             Add optimal number of low cost unmarked links i.e. n/2 in the k-1connected network in 
such   a way that degree of each node is increased by one.  
 If newly added links result into more than one disjoint sub networks using existing links 
in k-1connecetd network which are not connected by at least k links then we will continue 
adding low cost link one at a time in the network until disjoint sub networks are not 
connected by k links. 
 The resultant network would be a minimum cost k-connected network. 
 //The resultant network would have either optimal number of low cost links or near to 
optimal number of low cost links.  
End. 
 
Minimum possible number of number of links required for constructing a k-connected network using this 
approach are (N*k)/2 which are equal to optimal number of links used to design a 2-conencted network.  
 
Next we discuss the greedy approach for designing a 2-connected low cost network which is a base for 
designing a k-connected network our proposed algorithm described above. Ring topology is considered here 
as a basis for designing a 2-connected network as it required optimal number of links to design a 2-
connected network. Designing starts with a node A having highest eccentricity to avoid high cost direct links 
which  connect two farthest nodes. Connect the node A to its two nearest nodes i.e. node B and node C in the 
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network.  Mark node A and now it does not participate in calculating the eccentricity of the other nodes. 
Compare eccentricity of node B and node C and node having highest eccentricity is connected to its nearest 
node D and is also marked. The whole procedure is repeated until all nodes in G are not marked.  It may be 
possible that there may not be an available link which connects two nodes.  This is the case when ring is not 
possible with the available links. In this situation, minimum costs links are find out which connect these two 
nodes to some other marked nodes. Algorithm for above discussed procedure for designing a 2-connected 
network is given below.  
Algorithm 2: 2-Connected_Network_Design_Algorithm 
Begin  
1. For each node pair(i,j), G’[i][j] =0 
2. A=highest_eccentricity(G) 
3. B= nearest_node(A)  
4. Connect node A and Node B  
5. Mark link A-B in G and insert in G` 
6. C=nearest_node(A)  
7. Mark link A-C in G and insert it in G` 
8. Mark node A 
9. Set A=C 
 
10. While (all nodes are not marked except A and B) 
10.1 Calculate the eccentricity of node A and node  B 
 10.2 If (Eccentricity(A)  Eccentricity(B)) 
  C=nearest_node(A)  // nearest unmarked node except node B. 
   Mark link A-C in G and insert in G` 
   Mark node A 
   Set A=C 
 Else  
   C=nearest_node(B) // nearest unmarked node except node A. 
    Mark link B-C in G and insert in G` 
    Mark node B 
    Set B=C 
11.     If the link A-B is not marked in G 
   Mark link A-B in G and Insert in G`. 
    Else 
   Connect the node A and node B to its nearest marked nodes and remove the corresponding 
links from G and insert these into G`. 
12.  Mark node A and node B. 
13.  G` represents a 2-connected network.  
End 
3. Illustrative Examples 
Example 1: In this we will design a k-connected minimum cost networks for the distance matrix for a  7 
nodes network as given in table 1. Two cases are considered. In the first case k is 4, so two 2-connected 
networks need to be merged to design a 4-connected network. Second case, in which k is taken 3, we need to 
design a single 2-connected network and then optimal number of links are added to this 2-connected 
network to make it a 3-connected network as larger the distance between a node pair, more will be the cost 
of that particular link. Cost is considered as a function of distance. Step by step details of two cases are 
given below: 
 
TABLE 1: Distance Matrix
Nodes 1 2 3 4 5 6 7 
1 0 5 3 7 4 2 9 
2 5 0 5 10 8 6 12 
3 3 5 0 6 4 5 10 
4 7 10 6 0 4 8 5 
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Case 1 : k=4 
From the table 1, it is clear that node 2 and node 7 have the highest eccentricity in the network. Suppose, 
we have choosen node 2.  Now we connect node 2 to its two nearest nodes (   node 1 and node 3).  Mark 
links 2-1, 2-3 and node 2 as degree of the node 2 becomes two which is required.  Next, chose a highest 
eccentricity node between node 1 and node 3 . Node 3 has high eccentricity, so connect it to its nearest node 
i.e. node 5.  Link 5-3 and node 3 is marked. Now eccentricity of node 1 and node 5 is compared and node 1 
is chosen as its eccentricity is higher than node 5. Node 1 is then connected to its nearest node 6 and link 1-6 
and node 1 are also marked. Next node 6 is chosen and it is connected to node 4. Link 6-4 and node 6 are 
marked. Now eccentricity of node 4 and node 5 is calculated and both are at the same distance from the 
remaining unmarked node 7. Suppose, we choose node 4 and link 4-7 and node 4 are marked. At this point, 
node 5 and node 7 are the only two remaining node whose degree is not 2. Connect these two also. Resultant 
sub network S1 using marked links is a 2-connected network which is represented as a ring and is shown in 
fig 1.   
Fig 1 Resultant 2-connected network S1 after first iteration  
To find out the next 2-connected sub network, we again repeat the same procedure considering only the 
unmarked links the initial network. Resultant 2-connected sub network S2 is shown in fig 2(a). Now 2-
connected sub networks in fig 1 and fig 2(a) are superimposed to get the desired 4-connected network as 
shown in fig 2(b).  
 
Fig 2 (a) 2-connected network S2 after second iteration; (b)  4-connected network G’ after merging S1 and S2
Case 2:  k =3 
Here we illustrate the case 2 for the same distance matrix as taken for case 1.  A 3-connected network 
would be designed by designing one 2-connected network using the same approach as used in the case 1. 
And then unmarked low cost links are added to the 2-connected network in such a way that the degree of 
each node should be increased by one and there should be no two sub components in the resultant network 
which are connected via less than k links. Resultant 3-connected network is shown in fig 3.  
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Fig 3 Resultant 3-connected network G`. 
 
4. Result analysis 
In the previous section, a 4-connected and a 3-connected network is designed for a network of seven 
nodes. In our proposed approach, 2-connected network is the basis of the any size of network. Networks 
designed using our proposed approach is compared with the networks designed using the existing 
approaches for number of links required and the design cost. It is found that the proposed approach always 
results into less number of links and low design cost for all three networks.  It is also realized that approach 
in [2] does not result into k-connected network topology when k is greater than n/2.  Comparison is given 
below in Table 2.   
 
TABLE 2: Comparative analysis for link optimization and design cost for three networks  
Approach  
  
n=7, k=4 n=7, k=3 n=7, k=2 
Number 
of links 
required 
Resultant 
design 
cost 
Number 
of links 
required 
Resultant 
design 
cost  
Number 
of links 
required 
Resultant 
design 
cost  
Proposed approach 14 78 11  55  7 32 
Approach in [3] 21 131   18 99 12 57 
Approach in [1] 12* 81 12 71 10 52 
* Does not results into k-connected network when (k>(n/2)) 
5. Conclusion and future work 
 
In this paper, an efficient constructive approximation approach is proposed   for designing a k-connected 
network which ensures that there would never be a direct link between the two farthest nodes in the network 
as to minimize the cost of the network. The minimum number of possible required links in our proposed 
approach is almost equal to the optimal number of links. The proposed approach is also compared with the 
existing approaches in number of the links required and cost to design a k-connected network and it is found 
that it requires always less number of links and low design cost than the existing approaches. In future we 
can extend this algorithm considering the effects of other parameters like delay, bandwidth etc. on the 
network topology design. 
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